MICROSENS

Fiber To The Home CPE - manual

Introduction

Congratulations on becoming the owner of the FTTH CPE Unit. You will now be able to access the
Internet using your high-speed connection.

The CPE Unit is an IAD (Internet Access Device) integrating wireless, VolP, and Ethernet interfaces
into one device which provides the most flexibility and efficiency way to you. You could connect
devices like PCs, Set-Top-Box, servers, phone and so on easily by Ethernet, wireless, and VolP
interfaces to enjoy data, voice, and video services immediately through high speed connection.

This User Guide will show you how to connect your CPE Unit and how to customize its configuration
to get the most out of your new product.

Features
The list below contains the main features of the device (CPE) and may be useful to users with
knowledge of networking protocols. The chapters throughout this guide will provide you with

enough information to get the most out of your device.
The features include:

e Ethernet interface automatic speed-sensing and crossover correction supports up to 100
Mbps downstream and 100 Mbps upstream rates

e Integrated four-port 10/100BaseTX Ethernet switch with speed-sensing and crossover
detection automatically

e 802.11b/g WLAN supports up to 54 Mbps transmission rate

e Provides wireless secure transmitting encryption by either 802.1x; WEP; WEP2; WPA; WPAZ2;
TKIP; AES; 802.11i

e Supports 2 FXS ports for VolIP application including call waiting, call forward, call transfer
and so on

e Support voice CODECs like G.711, G.726, G.729AB, BV16, ILBC, T.38 etc.; programmable
G.168 echo cancellation, adaptive jitter buffer and packet loss concealment

e Supports activity detection (VAD), comfort noise generation (CNG) and caller ID
e Supports DTMF tone detection and generation; Fax / Modem detection and pass-through

e Support SIP signaling protocol and bonus services like call forwarding, call waiting, call
transfer, call busy, call return, enquiry service, CLIP/CLIR and three way conference

e Support Networking protocols such as PPP, Routing, DHCP server / relay / client
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« Network address translation (NAT) functions to provide security for your LAN and multiple
PCs surfing Internet simultaneously.

e Configuration and management by Web-browser through the Ethernet interface and
remotely through WAN interface

e Firmware Support TR-069 and TR-104

e Upgradable through HTTP / TFTP

Device Requirements
In order to use the CPE Unit, you must have the following:
« High speed broadband service

e Introductions from your ISP on what type of Internet access you will be using, and the IP
addresses needed to set up access

« One or more computers, each containing an Ethernet card (10Base-T/100Base-T network
interface card (NIC)).

« For system configuration using the supplied web-based program: a web browser such as
Internet Explorer v4 or later, or Netscape v4 or later. Note that version 4 of each browser is
the minimum version requirement — for optimum display quality, use Internet Explorer v5, or
Netscape v6.1

Note
You do not need to use a hub or switch in order to connect more than one Ethernet PC to the

device. Instead, you can connect up to four Ethernet PCs directly to the device using the ports
labeled LAN1 to LAN4 on the rear panel.

Getting to know the device

Parts Check
Your package should arrive containing the following:

« The CPE device
* Ethernet cable

« Power adapter

One of CPE devices

e e O T

RJ-45 Cable

Power adapter

Figure 1: Package Contents
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CPE Front Panel

The front panel of this MICROSENS CPE Unit will be described here which cover all front panel
definitions of other models.

Q

Figure 2: CPE Unit Front Panel and LEDs

Connector and LED definitions from left to right:

Label Color Function
GREEN off: No power
Power Green or Red GREEN on: Power on

RED on: Self-test fails

On: Physical layer sync up successfully.
WAN Green Off: No connection or no signal
Blink: Physical sync up progress

GREEN off: No connection to Internet

GREEN on: The device gets an IP address successfully in router mode
Internet Green or Red GREEM blinking: Data being transmitted.

RED on: The device is set as a BRIDGE or can not get an IP address in
ROUTER mode.

On: make or receive a phone call
TEL1 Green Off: disconnect the phone call
Blink: incoming call (ringing)

On: make or receive a phone call
TEL2 Green Off: disconnect the phone call
Blink: incoming call (ringing)

LAN Green On: LAN link established and active Off: No LAN link
Ethernet Blink: Data being transmitted
WLAN Green On: WLAN service is enabled Off: WLAN service is disabled

Blink: Data being transmitted
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CPE Rear Panel

The rear panel of this CPE Unit will be described here which cover all rear panel definitions of other
models.
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Figure 3: CPE Rear Panel Connections
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Connector definition:

Label Function

Antenna Connects to the 802.11b/11g enabled wireless devices in LAN
Power Switch ON/OFF switch

Power Jack Connects to the supplied power adapter

TEL 1 ~ TEL2 Connects to analog telephones for VolIP service

LAN1 ~ LAN4 Connects the device via Ethernet to your devices in LAN

RES A reset button to reset the device or reset to default settings
WAN Jack Connects to the broadband network

Connecting your device

This chapter provides basic instructions for connecting the device to a computer or LAN and to the
Internet.

In addition to configuring the device, you need to configure the Internet properties of your
computer(s).

Configuring Wireless PCs section

This chapter assumes that you have already subscribed a broadband service with your Internet
service provider (ISP). These instructions provide a basic configuration that should be compatible
with your home or small office network setup. Refer to the subsequent chapters for additional
configuration instructions.

Connecting the Hardware
This section describes how to connect the device to the power outlet and your computer(s) or
network.
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WARNING
Before you begin, turn the power off for all devices. These include your computer(s), your LAN
hub/switch (if applicable), and the device.

The diagram below illustrates the hardware connections. The layout of the ports on your device may
vary from the layout shown. Refer to the steps that follow for specific instructions.

Power Supply Telephone PC
(VOIP)

Figure 4: Overview of Hardware Connections for CPE

Step 1. Connect the WAN port to Another 100Base BX device.
Connect the WAN port to the Access Device with Active Ethernet connector.

Step 2. Connect the Ethernet cable

Connect up to four single Ethernet computers or to a HUB/Switch directly to the device via Ethernet
cable(s). Note that the cables do not need to be crossover cables, the switch provides MDI and MDIX
auto-detection.

Step 3. Attach the power connector

Connect the AC power adapter to the Power connector on the back of the device and plug the
adapter into a wall outlet or power strip. Turn on and boot up your computer(s) and any LAN
devices such as hubs or switches.

Step 4. Configure your Ethernet PCs
You must also configure the Internet properties on your Ethernet PCs. See Configuring Ethernet PCs
section.

Or, step 5. Install a Wireless card and connect Wireless PCs if the device is with wireless
interface

You can attach a Wireless LAN that enables Wireless PCs to access the Internet via the device. You
must configure your Wireless computer(s) in order to access your device. For complete instructions,
see Configuring Wireless PCs section.

Next step

After setting up and configuring the device and PCs, you can log on to the device by following the
instructions in “Getting Started with the Web pages” on chapter 4. The chapter includes a section
called Testing your Setup, which enables you to verify that the device is working properly.

MICROSENS GmbH & Co. KG - Kueferstrale 16 - 59067 Hamm / Germany - Tel. +49 23 81/94 52-0 - FAX -100 - www.microsens.com



Fiber To The Home CPE Unit - manual Page 6/74

Getting Start with the Web pages

The device includes a series of Web pages that provide an interface to the software installed on the
device. It enables you to configure the device settings to meet the needs of your network. You can
access it through a web browser on a PC connected to the device.

Accessing the Web pages

To access the web pages, you need the following:
A laptop or PC connected to the LAN or WLAN port on the device.

A web browser installed on the PC. The minimum browser version requirement is Internet Explorer
v4 or Netscape v4. For the best display quality, use latest version of Internet Explorer, Netscape or
Mozilla Firefox. from any of the LAN computers, launch your web browser, type the URL,
http://192.168.1.1 in the web address (or location) box, and press [Enter]. The default IP address of
the device is 192.168.1.1. Then enter the default username and password: admin/admin to access the
configuration web page, if you have not changed the username and password. Please be informed
that strings of username and password are case-sentitive.

Connect to 192.168.1.1 H
= |
E A

b B

Wwiebadmin

User name:; | L5 et

Faszword: | |
| - 1

[CJremember my password

[ Ok ] [ Cancel

Figure 5: Login Page

The Menu comprises:
Device Information: provides the basic information of the of the system. It includes sub menus,
Summary, WAN, Statistics, Route, ARP and DHCP.

Device Info

Summary
WARHN
Statistics
Route
ARP
DHCP
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Advanced Setup: provides information about the current configuration of various system features
with options to change the configuration. It includes the sub menus WAN, LAN, NAT, Security,
Quality of Service, Routing, DNS, and Port Mapping.

Advanced Setup
WAN
LAN
MNAT

Security

Quality of Service
Routing

DNS

Port Mapping

Wireless Setup: provides wireless SSID, security, key and various options to change the
configuration. It includes the sub menu, Basic, Security, MAC Filter, Wireless Bridge, Advanced,
Quality of Service and Station Info.

i Wireless

Basic

Security

MACL Fitter
Wireless Bridge
Advanced

Guality of Service
Station Info

VolIP Setup: provides the VoIP Setup. It includes the sub menus, Interface Setup, Provisioning Setup,
SIP Setup, Line 1 Setting, Line 2 Setting, RTP/Codec Setup and Operational Setup.

i Voice

Interface Setup
Provisioning Setup
S5IF Setup

Line 1 Setting

Line 2 Setting

RIP / Codec Setup
Operational Setup

Diagnostic: provides the diagnostic utility to check the LAN and Wireless physical connection and
WAN connection as well.

Diagnostics

Management: provides the administration utilities. It includes the sub menus, Settings, System Log,
TR-069 Client, Internet Time, Access Control, Update Software, and Save/Reboot.
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Management

Settings

System Log
TR-069 Client
Internet Time
Access Control
Update Software
Save/Reboot

Commonly used buttons

The following buttons are used throughout the web pages:

Button Function
You could click this button to refresh the information on this
Refrash current page again so that you could get the real time

information.

T check button - these appear on many configuration pages. You

v iEnable will be asked to check if you want this feature be selected.
This button appears on every configuration page. Click on this

Save button once you are through with the changes and decide to
save the made changes.
You may need to browse to find a file which needs to be
qurati

uploaded for new configuration.

This button allows you to upgrade to the new configuration file

Hpgrade attached using the Browse button.

The following terms are used throughout this guide in association with these buttons:

Click - point the mouse arrow over the button, menu entry or link on the screen and click the left
mouse button. This performs an action, such as displaying a new page or performing the action
specific to the button on which left mouse button is clicked.

Select - usually is used when describing which radio button to select from a list, or which entry to
select from a drop-down list. Point the mouse arrow over the entry and left-click to select it. This
does not perform an action — you will also be required to click on a button, menu entry or link in
order to proceed.

Testing your Setup

Once you have connected your hardware and configured your PCs, any computer on your LAN
should be able to use the device to access the Internet.

To test the connection, turn on the device, wait seconds till device booting up and then verify that
the LEDs are illuminated as follows:
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LED

Behavior

Power (PWR)

Solid red to indicate that the device is turned on. If this light is not on,
check the power cable attachment.

Wireless (WLAN)

Solid green to indicate that the Wireless LAN function is operational.

LAN

Solid green to indicate that the device can communicate with your LAN.

WAN

connection with your ISP.

Solid green to indicate that the device has successfully established a

Table 1: LED Indicators

If the LEDs illuminate as expected, test your Internet connection from a LAN computer. To do this,
open your web browser, and type the URL of any external website (such as http://www.yahoo.com).

If the LEDs do not illuminate as expected, you may need to configure your Internet access settings
using the information provided by your ISP. If the LEDs still do not illuminate as expected or the
web page is not displayed, see Troubleshooting section or contact your ISP for assistance.

Default device settings

The device is preconfigured with default settings for use with a typical home or small office

network.

The table below lists some of the most important default settings; these and other features are
described fully in the subsequent chapters. If you are familiar with network configuration, review
these settings to verify that they meet the needs of your network. Follow the instructions to change
them if necessary. If you are unfamiliar with these settings, try using the device without
modification, or contact your ISP for assistance.

WARNING

We strongly recommend that you contact your ISP prior to changing the default configuration.

Option Default Setting Explanation/Instructions
User/Password | admin/admin User name and password to access the device
. . . This is the IP address of the LAN port on the
LAN Port IP Assigned static IP address: device. The LAN port connects the device to your
192.168.1.1 - .
Address . Ethernet network. Typically, you will not need to
Subnet mask: 255.255.255.0 . .
change this address. See Local Network section.
DHCP server enabled with the . S .
. ) The device maintains a pool of private IP
DHCP following pool of addresses: addresses for dynamic assignment to your LAN
(Dynamic Host | 192.168.2.10 through 192.168.1.250 ynamic assig Y
- . computers. To use this service, you must have set
Configuration | (Please be noted that the default . .
up your computers to accept IP information
Protocol) DHCP IP address pool may be . - - .
. . - . dynamically, as described in DHCP Server section.
different in each firmware version.)

Table 2: Values of Default Settings
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Device information

The Device Information web page menu includes the following submenus:

¢ Summary

+  WAN

»  Statistics

¢ Route

« ARP

 DHCP.
Summary

The Summary Page of the device shows the following information, Board ID, Software version,
Bootloader version, Wireless driver version, Line rate, LAN IP, Default gateway, Primary DNS server
and Secondary DNS server.

Device Info
Board ID: QE35E W 2E
Software Yersion: EG101 1.02xAT14 2007/11/405

Bootloader (CFE) Yersion: |1.0.37-8.7

Wireless Driver Yersion: |[3.131.35.6.cpe2.0

This infor mation reflects the current status of your DSL connection.

Line Rate - Upstream (Kbps): 0

Line Rate - Downstream (Kbps): |0

LAN IP Address: 192,168.1.1

Default Gateway:

Primary DNS Server; 192:168.1.1

Secondary DNS Server: 192,168.1.1

Figure 6: Device Information

WAN

The WAN information of the device shows detailed information about the WAN connection such as
WAN port service information, Protocol, IGMP enabled or disabled, QoS enabled or disabled, IP
address of WAN port and so on.
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WAN Info
YLAN | Con. . P
WPL/¥CI - - Cateqgory | Service | Interface Protocol | Igmp QoS State Status Address
na | ofF |1 UBR | eth.0 | etoz | IPow | Dissbled | Disabled | Enabled ADDE;LWLn'”k
Figure 7: WAN Port Information
Statistic

The Statistic Page of the device shows the following information, Interfaces, data transmitting

(Received and Transmitted directions) in that interface such as total bytes, packets, error count and
drop count.

Statistics — WAN
Service ProtocolInterface Received Transmitied

BytesPktsErrs Drops Bytes PktsErrsDrops|
ipow_1 IPow | ethD2 0 O alolma a N I

Resat Statistics

Figure 8: Device WAN Port Statistic Information
Statistics — LAN

Interface Received Transmitted

Bytes |Pkis Errs Drops Byites |Pkis |[Errs Drops

Ethernat ethl (o a o ia o a o g
Ethernet LAN{1-4} 5506535 372910 10 13327957 139680(0 10
Wireless & 0 | 0 126744 B30 |68d 10

Resat Statictics ]

Figure 9: Device LAN Port Statistic Information

Route

The Route Page of the device shows the route table. It contains Destination IP address, Gateway,
Subnet Mask, Flag, Metric, Service and Interface.
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Device Info - Route

Flags: U - up, | - reject, 3 - gateway, H - host, R - reinstate
D - dynamic {redirect), M - modified {redirect).

Destination Gateway | Subnet Mask Fag | Metric | Service | Interface

192.1658.1.0 |(0.0.0.0 255.235.255.0 |U o bro

Figure 10: Device Route Table Information
ARP

The ARP Page of the device shows the ARP table mapping the IP address and related MAC address.
The ARP table contains IP address, Flag, MAC address, Device Interface.

Device Info - ARP

IP address |Flags Hw Address Device

192,168.1.123 | Complete | 00:ED: 18:FE:F5:1E |brO
Figure 11: Device ARP Table Information
DHCP

The DHCP Page of the device shows the DHCP table which DHCP server of device assigns the IP
address to the PC requesting an IP address. The DHCP table contains Hostname, MAC address, IP
address and Expired In.

Device Info -—- DHCP Leases

Hostname | MAC Address |IP Address |Expires In

Figure 12: Device DHCP Table Information

Advanced Setup

The Advance Setup menu includes the sub menus WAN, LAN, NAT, Security, Quality of Service,
Routing, DNS, and Port Mapping.

«  WAN
* LAN
«  NAT

e Security

¢ QoS (Quality of Service)
* Routing

« DNS

e Port Mapping
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WAN

You can configure your internet connection from this page. This page displays the details of existing
internet connection. The device allows 1 bridge connection and 1 route connection existing at that
same time without VLAN setting. But if you need more than 1 bridge connection or 1 route
connection, the VLAN tag is required. Please refer below for more details. There are three
connection types can be configured including PPP over Ethernet (PPPOE), IP over Ethernet, and

Bridging.
Wide Area Network (WAN) Setup

Choose sdd, Edit, of Remove to confioura \Wak interfaces

Choose SaveReboot to apply the charges and reboot the system,

YLAN Mux VLAN BDZ.1p Con.ID Service. Interface |Protocol Igmp Qo5 | State Remove | Edit

(82 0 1 powe 1 | =thD2 IPovd | Brabled |Disabled | Brabled O

Aadd [ Demoye ][ Sava/Rebdot

Figure 13: WAN Setup Page

To configure the WAN port, click Edit or Add to get the configuration pages. If there are many
services (protocols) in the WAN interface, please enter the unique VLAN tag number to identify the
service (protocol). Otherwise, please let is as unchecked as default if you do not have any
information from ISP about the VLAN settings.

WAN Configuration
T config re the Wak interface, sither enter the appropriate B02, 10 YLAN ID with fhe check box o select multi WaAN service over
(ethl) inferface or disable the check box for WaN service without VLAN tag, Note, before you salect multi WaN servica over

fethd) interface, you must make sure the Vial 1D s unigue for the

Al service, Also, cnce youl selact WAN service without VLAN

tag, you cannot configure: any other WAN service without VLAN tag

YLaN Mux - Enabla Multiple Protocols Owar WAN with 802,10 VLA Tag

i
VLAM ID: [2-4095] |0

Mark 802,13 [0-71Jg |

Figure 14: WAN Port Configuration

To configure VLAN tag on the WAN interface:

e Check the “VLAN Mux - Enable Multiple Protocols Over WAN with 802.1Q VLAN Tag”
e Enter the unique VLAN ID

e Enter the Mark of 802.1p from 0 to 7

e Click Next to configure the Connection Type

MICROSENS GmbH & Co. KG - Kueferstrale 16 - 59067 Hamm / Germany - Tel. +49 23 81/94 52-0 - FAX -100 - www.microsens.com



Fiber To The Home CPE Unit - manual

Page 14/74

Connection Type

Select the type of network protocol for IP aver Ethernet as WaAN interface
O FFP over Ethernet (PPPoE)

® 1P over Ethernet

O eridging %
Figure 15: WAN Connection Type Configuration
Bridging

Unselect the check box below to disable this WAN service

Enable Bridge Service:

Service Mame: br 01

Figure 16: WAN Connection, Bridging Configuration

To configure the Bridging settings:

e Check “Enable Bridge Service” to enable bridge service
e Enter the service name for this bridging interface.
e Click Next

MICROSENS GmbH & Co. KG - Kueferstrale 16 - 59067 Hamm / Germany - Tel. +49 23 81/94 52-0 - FAX -100 - www.microsens.com



Fiber To The Home CPE Unit - manual Page 15/74

WAN Setup - Summary

Iake sure that the settings below match the settings provided by your TSP,

Connection Type: iErich—

: Service Name: | ipow 1

IP Address: Ih:mr Amolicable -
:-Se.mice State: -i-r:n&";nle;l -
MAT: | Enabled
Firewveall: | Enzbled

IGMP Multicast: |['-j|_'|1. Apolicabla

Quality Of Service: ||'.-isahlerl

Click "Save" o save these settings, Click "Back” to make any modfications,
MOTE: You need fo reboot o activaie this Wak interface and further configure services aver this interface.

Figure 17: WAN Setup Summary

The WAN Setup Summary page shows all of parameters. Click Save if correct and click Back to restart
the configuration again.

PPP over Ethernet (PPPOE)

PPP Username and Password

PPF usually requires that you have a user name and password o establish your cornection, Tn the boxes below, enter the user
rame and password $hat your ISP has provided to you,

FAP Usernarma:

FPF Password!

FPPOE Service Name:

Authentication Method: ] Ll

[0 Ceal ar demand Gwith idis timeout timer)

[[] FPPIP extension

[] W= Static IP Address
[l Eetry FPF password on authentication srror

[[] Enable PFF Cebug Mode

Figure 18: WAN Connection, PPPoE Configuration
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To configure the PPPOE settings:

* Enter the User’s PPP Username and Password

e Enter the Service Provider Name if any

e Select the Authentication Method used during negotiation, default is AUTO.

e Check “Dial On Demand” if you do not need PPPoE connection always ON and enter the
timeout value to disconnect the PPPOE connection when connection is idle and timeout. If
you enter “0”, zero for the timeout value, it means always ON.

e Check the “IP extension” if your ISP requests to enable it, otherwise do not select it. This is a
special service to forward IP address assigned by remote to the local device in the LAN.

e Check the “Use Static IP address” and enter the IP address if your ISP assigns a fixed IP
address to you. Otherwise, do not select it.

e Check the “Retry PPP Password on Authentication Error” if necessary

e Check to “Enable PPP Debug Mode” to get more debug message for analysis if necessary
e Click Next

Enable IGMP Multicast, and WAN Service

Enatle 1EMP Multicast ]

Enahle Wak Service IE

aervice Nama P _1

Back | | Mewxt

Figure 19: IGMP Multicast and WAN Service Configuration

Global Settings:

* Check to Enable IGMP Multicast
* Check to Enable WAN Service

*  Enter the Service Name

* Click Next

The WAN Setup Summary page as previous WAN Setup Summary figure shows all of parameters.
Click Save if correct and click Back to restart the configuration again.
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IP over Ethernet

e e e PN

WARN IP Settings

Enter infor mation provided to you by your ISP to configure the Wal IP settings,

Motice! DHCP can be enabled for PYC in MER mode or TP over Ethernet as WaAR interface if "Obtain
an [P address automatically” is chosen.Changing the default gateway or the DNS effects the whole
system. Configuring them with static values will disable the automatic assignment from DHCP or
other Wah connection.

If you configure static default gateway over this PYC in MER mode, vou must enter the IP address
of the remaote gateway in the "Lse IP address”, The "Lsa WaN interface” is optional.

& Cbtain an IP address automatically
€ lsze the following IP address:
VAN TP Address: |

Wk Subnet Mask: |

& Cbtain default gateway automatically
' Lze the following default gateway:
T Use IP address: I

T Use wan Interface; |popoe 035 Lippp 035 1 '+

& Chtain DS server addresses automatically
T lse the following DNS server addresses:

Frimary DMNS server: I

Secondary DNS server: |

Back I = |

Figure 20: WAN Connection, IP over Ethernet Configuration

To configure the IP over Ethernet settings:

Select “Obtain an IP address automatically”” or “User the following (fixed) IP address” and
then also enter the WAN IP address and WAN Subnet Mask.

Select “Obtain default gateway automatically” or “User the following gateway” and then
also enter the gateway IP address and Use WAN Interface where packets will be sent to.

Select “Obtain DNS server address automatically” or “User the following DNS server
addresses” and then also enter the IP addresses of Primary DNS server and Secondary DNS

server.

Click Next

MICROSENS GmbH & Co. KG - Kueferstrale 16 - 59067 Hamm / Germany - Tel. +49 23 81/94 52-0 - FAX -100 - www.microsens.com



Fiber To The Home CPE Unit - manual Page 18/74

retwork Address Translation Settings

Metwork address Translation (MaT) aliows you to share cne Wide Area Network (0AN) 1P address for muitiple computsrs on your
Local drea Metwork (LAND,

Enzble MAT [

Enable Firawall {7

Enable IGMP Multicast, and WAN Service

Enable 1GMP Multicast [
Enable WaMN Service  [#]

Service Mamea: o _1

DHCP Options

Option 60 (vendor class identifier) | |

Figure 21: Network Address Translation Configuration

Global Settings:

e Check to Enable NAT if PCs in the LAN share the same WAN port IP address to surf Internet
e Check to Enable Firewall if you need the device to do the first firewall protection

e Check to Enable IGMP Multicast

*  Check to Enable WAN Service

*  Enter the Service Name

« Enter the value of DHCP Option 60 (Vendor Class Identifier) if necessary

e Click Next

The WAN Setup Summary page shows all of parameters. Click Save if correct and click Back to restart
the configuration again.
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LAN

Local Area Network (LAN) Setup

Configure the DSL Router IF Address and Subnet Mask for LM interface. Save button only saves the LaN configuration data,
Save/Reboot button saves the LAN configuration data and reboots the router to make the new configuration effective.

IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

Enable IGMP Snooping
Standard Mode
Blocking Mode

Disable DHCF Server
Enable DHCF Server
Start IP Address: 192,168.1.2

@0 oeO

End IF Address: 192,168, 1,254
Leased Time thour):(24

(O Enable DHCP Server Relay
DHCP Server [P Address:

[ configure the s=cond 1P Address and Subnet Mask for LAN interface

| Save I | Save/Rebaot

Figure 22: LAN Configuration

To configure LAN:

e Enter the IP address which the CPE in the LAN will use to connect to the device. For example,
enter 192.168.1.1

e Enter the Subnet Mask. For example, enter 255.255.255.0

e Check to Enable IGMP Snooping. This feature will snoop all of IGMP packets and record
related information. Therefore, multicast packets will be generated to the related LAN ports
only to avoid the packet flooding on all of LAN ports. Select one of two modes, Standard
mode or Blocking mode.

e Select to Enable or Diable DHCP server. If it is enabled, please enter the DHCP IP pool of
Start IP address and End IP address. Enter the value of leased time in hour about the valid
period of assigned IP address. The DHCP server ON (enabled) feature will enable this device
to assign IP address automatically to PC in LAN if PC requests an IP address by DHCP client
protocol.

e Select to Enable the DHCP Server Relay and enter the IP address of DHCP server. The device
will forward DHCP client request from PC to the DHCP server and also forward the reply from
DHCP server to PC too.
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e Check to enable and configure the second IP address and subnet mask for LAN interface if
there are two separated networks in the LAN sharing the device to surf Internet. Then enter
the second IP address and subnet mask.

e Click Save to save setting or Save/Reboot to save and then reboot the device

NAT (Network Access Translation)

The NAT feature provides the basic firewall feature to avoid hacker attacks from remote site. There
are three more setting pages including virtual server, port trigger, and DMZ to provide specified
service for remote users.

Virtual Server

Virtual Server enables you to run a server on your local network that can be accessed from the
remote parties. You need to set up a rule to tell the device on which computer the server is held.
When port virtual server is enabled, your router (the device) routes all the inbound traffic on a
particular port to the chosen computer on your network.

NAT — ¥irtual Servers Setup

Yirtual Server allows you to direct incoming fraffic from Wal side (identified by Protocol and
External port) to the Internal server with private IP address on the LaM side, The Internal port is
required only if the external port needs to be converted to a different port nurmber used by the
server on the LAN side. & maximum 32 enfries can be configured.

Add | Remove |

Server |External External Brotocol Internal Internal |Server IP o
Mame Port Start |Port End Port Start |Port End | Address

Figure 23: Virtual Server Setup Configuration

Click Add to add a rule of virtual server.

NAT -- ¥irtual Servers

Select the service name, and enter the server [P address and click "Save/apply" to forward IP packets for this service to the
specified server. NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port End" normally and
will be the same as the "Internal Port Start” or "External Port End" if either one is modified.

Remaining niimber of entries that can be configured:32

Server Mame:
® Select a Service: | Select One ‘,l

O Custom Server: |

Server IF Address:  |192.168.1.

Savefpply

External Port StartExternal Port End| Protocol [Internal Port StartInternal Port End

| || | [ & | |
| || | [ ] || |
|| || | [ & | | |
| | | | [ & || |
| || R | | |

Figure 24: Add A Rule Of Virtual Server
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Global Setting

Select a service from the predefined list or enter the name of Custom Server
Enter the Server IP Address located in the LAN to provide the service to remote party

Enter the Start External Port # and End External Port # that open to remote to access the
service

Select the Protocol from the list
Enter the Start Internal Port # and End Internal Port # that may use different port # to secure
the service. If you use the same port # as external port #, please leave Internal Port # as

blank.

Click Save/Apply

Port Triggering

The feature is similar to the virtual server, but provides a more secure way to provide your device. It
opens up the port hole temporary and allows CPE in LAN to establish a connection with remote
parties. Those ports are open only if a specified request from a PC in LAN is received, and then the
device allows the remote parties to access to establish a connection with that PC in LAN.

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the
rermate parties, Port Trigger dynamically opens up the 'Open Parts' in the firewall when an
application on the LAN initistes & TCPAJDP connection to a remaote party using the 'Triggering
Parts'. The Router allows the remote party from the Wal side to establish new connections back fo
the application o the LAl side using the 'Open Ports. & maximurm 32 entries can be configured,

Addl Rermoye |

Application Trigger Open Remove
MName Protocol | Port Range | Protocol | Port Range
Start ‘End Start ‘End

Figure 25: Port Triggering Setup
Click Add to add a rule of port triggering.
Global Setting
Select a service from the predefined list or enter the name of Custom Server
Enter the Server IP Address located in the LAN to provide the service to remote party

Enter the Start Trigger Port # and End Trigger Port # that open to remote to access the
service

Select the Trigger Protocol

Enter the Start Open Port # and End Open Port # that may use different port # to secure the
service. If you use the same port # as Trigger port #, please leave Open Port # as blank.

Select the Open Protocol

Click Save/Apply
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Figure 26: Add A Rule Of Port Triggering

DMZ
A DMZ (DeMilitarized Zone) host is a computer on yo ur network that can be accessed from the

Internet. The de-militarised zone (DMZ) is for forw  arding IP packets from the remote parties that are
not fixed to any of the applications configured in the virtual server. These packets are forwarded to
a designated DMZ host device. A DMZ is often used t 0 host Web servers, FTP servers etc that need to
be accessible from the Internet

Figure 27: Add A Rule Of Port Triggering

Global Setting

Enter the DMZ Host IP address
Click Save/Apply
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